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1. Uninstalling Legacy Password Reset

If you are running on Pre-April 2016 version (14.2.5 or earlier version) or using the Legacy Password
reset Component, before updating the Password Reset Portal to the newer version, the Legacy
Password Reset Component must be uninstalled from all the client PCs where it had been installed
through GPO previously.

To uninstall the Legacy Password Reset from the client PCs, you need to use the uninstall VB script from
the Legacy password reset deploy -

e Remove the logon script and set the "PasswordResetUnlInstallation.vbs" as the startup script to

remove the client files from all machines.
[This basically just removes the registry keys added when the password reset was installed on

the client PCs]

If you are currently running on pre-April 2016 version, the uninstall script
‘PasswordResetUninstallation.vbs’ for Legacy password reset would be present under the folder for

Password Portal.

In case you have already updated to the April 2016 or later version, please contact HDT Tech Support to
get the uninstall script for Legacy component — ‘PasswordResetUnlInstallation.vbs’.

2. Password Reset Utility: How to deploy and configure via Group
Policy
ServiceProPasswordResetter.exe can be deployed using Group policy startup and logon scripts.
The client utility supports the following Operating systems:

e Windows 7 SP1
e Windows 8.1
e Windows 10

Additional information:

o Windows 7 machines will need .NET framework 4 or later present

e Details about deploying framework via GOP can be found on the Microsoft support site:
https.//support.microsoft.com/en-us/kb/323886

e Active Directory server needs to be Windows 2008R2 or higher.

3. Configuring Group Policy for ServiceProPasswordresetter

* Please note that this is a simplified guide to show how the password reset can be deployed under a
single OU in your Active Directory structure using sample Startup/Logon scripts. Additional steps or
security requirements and considerations may be necessary based on your specific Active Directory
configuration and network environment. *

During password reset portal installation, you would have been prompted to create and select a
network share folder for the password reset utility deployment files. Make sure that this folder has
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Read/Execute permissions set to “Everyone” so that domain users and local system accounts have
network access to this location.

This folder will contain the following files used in the GPO deployment of the passwordresetter utility:

e ServiceProPasswordResetter.exe

e ServiceProPasswordResetter.exe.config
e  SPResetterinstall.bat’

e SPResetterRegisterUsr.bat

e SPResetterUninstall.bat

The folder share path and URL path to the password reset portal will need to be updated in the first two
batch files, and only the share location for the uninstall batch file. Confirm that the two login scripts
SPResetterinstall.bat and SPResetterRegisterUsr.bat have the correct UNC path for the share drive and
URL path.

e.g.
@echo off

CALL \\yourmachine\PwdShare\HSPasswdRst\ServiceProPasswordResetter.exe
/Install:http://yourwebsite.com/PasswordResetUrl

Exit

@echo off

CALL \\yourmachine\PwdShare\HSPasswdRst\ServiceProPasswordResetter.exe
/Configure:http://yourwebsite.com/PasswordResetUr|

Exit
3.1. Password Reset Command Parameters

The ServiceProPasswordResetter executable takes the following command parameters during
deployment and registration or uninstall:

1. /Install:[Url to your password reset portal deployment]

This will install the necessary Windows components needed for the password reset functionality
to work on the target client machine. This command needs to be run with Administrator
permissions, typically via a Startup GPO script.

e.g.
ServiceProPasswordResetter.exe /Install:http://yourwebsite.com/PasswordResetUrl

2. /Configure:[Url to your password reset portal deployment]

This will initiate password reset registration for the currently logged on user. It will launch a
registration form for the user to select questions and enter secret answers used for the
password reset functionality if they forget their AD password. This does not require
administrator permissions and will usually be run via a Logon GPO script.

e.g.
ServiceProPasswordResetter.exe /Configure:http://yourwebsite.com/PasswordResetUr|

3. /Uninstall
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This will uninstall the password reset components on client machine. The command will need to
be run with admin permission similar to the Install command via a startup GPO script.

e.g.
ServiceProPasswordResetter.exe /Uninstall
4. /DefaultCP (Optional)

The DefaultCP switch can be used to set the default credential provider to the
HSWCredentialProvider. This will ensure that the user sees the Reset password using
ServicePRO on the first login screen that initially loads.

The SPResetterinstall.bat batch file can be modified to include this switch at the end of the
portal url link.

e.g.
@echo off

CALL \\yourmachine\PwdShare\HSPasswdRst\ServiceProPasswordResetter.exe
/Install:http://yourwebsite.com/PasswordResetUrl /DefaultCP

Exit

4. Deploying the computer Startup Script

1. From Active Directory Users and Computers, select a target Organizational Unit.

2. Create a Global Security group, and add computers on the domain as members of this group
that you want the password reset utility to be deployed on.

3. Open the Group Policy Management tool.
4. Select your OU and right click — ‘Create a GPO in this domain, and Link it here...’

S T Acion Wew Wrdew o

5. Onthe New GPO form, enter a name for GPO: ‘SPStartUplnstallScript’
6. Right click on your new GPO and select edit. This will open the Group Policy Editor.

7. Navigate to Scripts from — Computer Configuration >> Policies >> Windows Settings >> Scripts.
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File  Action Yiew Help

B Group Policy Management Editor

&= | ralz2BE

=] SPStartUplnstalScript [TECHDCZKER2, TECHO1.LOCAL] Policy
= g Computer Configuration
= Policies
| Software Settings
B [ Windows Settings
MName Resolution Palicy

H L

= pfShutdaown)
_3 Security Settings
ally Policy-based QoS

& || Preferences
= 4% User Configuration

| Pdlicies

| Preferences

8. Double click ‘Startup’ to display the Properties.

~| Administrative Templates: Policy definitions (ADMY Files) retrieved from the local machine.

B Scripts (Startup/Shutdown)
Select an ftemto view its description. E‘PB—I

=] startup
(=] Shukdown

9. Click ‘Show Files...” and copy the SPResetterInstall.bat file into this directory if it isn’t already

there.

10. Select ‘Add...” and ‘Browse...” to add the script. Once this is done click ‘OK’.

11. Now that the script has been added you need to enable some configuration settings.
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12. Under the GP Management Editor navigate to: Computer Configuration >> Policies >>
Administrative Templates >> System >> Scripts.

B Group Policy Management Editor =] E3
File  Action  View Help

= = |H&ElT
= SPatartUpInstalscript [TECHDCZKERE. TECHDL LOGAL] Polia _
I ¢ Computer Configuration
B 3 Folicies Select an itemto view its description. Setting | State | Comment |
Software Settings i=| Allow logon scripks when NetBIOS or WINS is disabled Mot configured Mo
=} Windows Settings Mazximum wait time For Group Palicy scripks Enabled Ma
2 I ity akive Torplatess Palicy deFiitions (a0t Run Windows PowerShell scripts first at computer startup, shutd... Mot configured Mo

Run logon scripts synchronousky Enabled Mo
Run shutdown scripts visible Mot configured Mo
7| Printers Run startup scripts asynchronausly Mot configured Ho
| System Run startup scripts visible Mot configured Mo
_ Audit Process Creation |iz] Run indows PowerShell scripts First st user logon, logoff Mot configured Mo
*| Credentials Delegation
[# | Device Installation
| Disk MY Cache
7 Disk Quotas
[ | Distributed COM
7 Driver Installation
" Enhanced Storage Access
# [ Filesystem
| Folder Redirection
® | Group Policy
# [ Internet Communication Management
® [ i5csl
1 KDC
Kerberos
Locale Services
Logon
# ] MetLogon
7| Performance Control Panel
# | Power Management
7| Recovery
| Remoke Assistance
" Remote Procedure Call
| Removable Storage Access
| Scripts
| Server Manager

_| Control Panel
7 Metwiork

|

o

| Shutdown Sptions
1 3 Extended A Standard /

!B settingis) | ‘

13. You need to enable the following settings: ‘Maximum wait time for Group Policy scripts’ and
‘Run logon scripts synchronously’.
Note: in some environments, this option might need to be disabled.

14. Now navigate to:
Computer Configuration >> Policies >> Administrative Templates >> System >> logon

Group Policy Management Editor _[Ofx

File  Action View Help
| 4

=1 SPStartUplnstalScript [TECHDCZKBR2. TECHOL.LOCAL] Poli & _

2 E com::],t:i;sc coflgration Select an item to view its description. _Setting | State | Comment

{, Software Settings Assign a default domain for logon Mot configured Mo

] Windows Settings Exclude credential providers Mot configured No

[=) || Administrative Templates: Policy definitions {(ADI Do not process the legacy run list Mot configured No

= Control Panel Do not process the run once list Mot configured Mo

= Network Turn off Windows Startup Sound Not configured No

| Printers Hide entry points for Fast User Switching Mot configured Mo

[= || System Always use classic logon Mot configured Mo

i=| Don't display the Getting Started welcome screen at logon Not configured No
Run these programs at user logon Mot configured Mo
1iz] Always wait For the network at computer startup and logon Enabled No
| Disk My Cache 1] Always use custom logon background Not configured No
_| Disk Quotas -
| Distributed COM
| Driver Installation
_| Enhanced Storage Access
[# || Filesystem
| Folder Redirection
| Group Policy
_ Internet Communication Management
iSCSI
KDC
_ Kerberos
_ Locale Services

_ Audit Process Creation
| Credentials Delegation
| Device Installation

—’;I < | |
< | Extended A Standard /'

|11 setting(s) [
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15. Enable the following setting: ‘Always wait for the network at computer startup and logon’.

16. Now navigate to: Computer Configuration >> Policies >> Administrative Templates >> System >>
Group Policy.

8 Group Policy Management Editor o =] B3

File Action View Help
es2ml=lHaElY

=/ sPstartUpInstallScript [TECHDC2K8R2, TECHO1.LOCAL] Polit 4 | — Group Policy

[= ¢ Computer Configuration "
B [ Policies Select an itemto view its description. Setting | State 1 Comment | -
= _ Logging and tracing

| Software Settings
2] Allow Cross-Forest User Policy and Roaming User Profiles Not configured No

| Windows Settings = 3 _
= ] Administrative Templates: Policy definitions (ADI oftware Installation policy processing Mot configured No
Disk Quota policy processing Mot configured No

| Control Panel

& | Network FS recovery policy processing Not configured No
B Prters older Redirection policy processing Mot configured No
B ] System Internet Explorer Maintenance policy processing Not configured No

| Audit Process Creation
| Credentials Delegation
[ ] Device Installation

Security policy processing Mot configured Mo
Registry policy processing Not configured No
ictipts policy processing Mot configured No

| Disk MY Cache - Security policy processing Not configured No
| Disk Quotas - ired policy processing Mot configured Mo b
Bl [ Distributed COM ireless policy processing Not configured No
| Driver Installation isallow Interactive Users from generating Resultant Set of Polic... Mot configured No
. Erl‘ha"‘“ Sorage Aicess; Turn off Background refresh of Group Paliey Nok configured o
E ELT;::::;\(E([IOH Turn off Local Group Policy objects processing Mot configured No
= S Remove users ability to invoke machine policy refresh Not configured No
# | Group Policy ) )
& ) Internet Communication Management roup Policy slow link detection Enabled No
® [ iscst Group Policy refresh interval for computers Not configured ho
KDC roup Policy refresh interval for domain controllers Not configured No
8 Kerberos Always use local ADM Files for Group Policy Object Editor Mot configured No
"] Locale Services urn off Resultant Set of Policy logging Not configured No
8 I:.ng.?n = & ‘S.tavtu’p policﬂy Evofessilng ‘I/vait time ) . NOF conﬁguret{ f\{o LI
I | _>_|_‘ Extended A Standard /.

!45 setting(s) ‘

17. Enable the following setting: ‘Group Policy slow link detection’.

18. Next, we will need to apply the policy to computer accounts. To simplify this, it is recommended
that all computer accounts be placed in a single group.

19. ‘Right-click’ the main GPO node and click on ‘properties’.

s Group Policy Management Editor

File Action View Help

e |=E=H

= rtUpInstallgot CHD CHO1.LO I
[ i Computer Cc Wiew ’ :
= Pi"c;?m Export List...
. wind  Properties
= | Admi olicy definitions (ADI
BB « Help
[+ | MNetwork
| Printers
= || System
| Audit Process Creation
~| Credentials Delegation
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20. From here switch to the ‘Security’ tab. We need to add the Security Group that we created at
the beginning. This group will contain all of our computer accounts. Once you have added the
group, grant them ‘Read’ and ‘Apply Group Policy’ permissions.

SPStartUpInstallScript [TECHDC2K8R2.TECHO1.LOCAL] Policy P... [l B3

General | Links ~ Security ]Commentl

GIOUD Or user names:

%2 CREATOR DWNER -
52, Authenticated Users

&1,, PasswordReset [TECHD1%\PasswordR eset)

52, SYSTEM

‘?34 Domain Admins (TECHO1\D omain Admins)

52 Enterprise Admins [TECHO1A\E nterprise Admins) L‘

Add... | Remove I

&
=y
=
o
(1]
2

Permissions for PasswordReset

Read
Wiite
Create all child objects

Delete all child objects

Apply group policy

.........

For special permissions or advanced settings, click Advanced |
Advanced.

Learn about access control and permissions

| 0K I Cancel I Apply l

21. Remove the Apply group policy setting by unchecking the Allow option from the Authenticated
Users.

JO000®|
Ooooool

v

22. Apply these changes and we have finished the first GPO configuration.
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5. Installing the User Logon Script

Option #1:
1. You will need to return to ‘Group Policy Management’. Right click on your OU and create
another GPO similar to the previous step.
2. Call this new GPO: ‘SPLogonlInstallScript’.
3. Right click on this new GPO and select ‘edit’.
4. You will now be in the GPO Management editor again.
5. Navigate to the following location: User Configuration >> Policies >> Windows Settings >>
Scripts (Logon/Logoff).
.' Group Policy Manaement Editor =] '
File  Action Wiew Help
e 2m=2BE
\=[ SPLogonInstallScript [TECHDCEKERE, TECHOL LOCAL] Policy Scripts (Logon/Logoff)
[ ¢ Computer Configuration =
* Policies Select an itamto view its description. Name |
| Preferences %Logon
=] a""_, User Configuration =) Logoff
= | Policies
| Software Settings
= || Windows Settings
iS4l Scripts (Logon Logoff)
h Security Settings
([ Folder Redirection
wlly Policy-based Gos
| Administrative Templates: Policy definitions (DM, files)
| Preferences
6. Double-click on the ‘Logon’ option to display the properties window.
7. Select ‘Show Files...” and copy the SPResetterRegisterUsr.bat file to this directory if it is not
already present.
8. After this is done, select ‘Add..." and add the script from ‘Browse...".
9. After you have added the SPResetterRegisterUsr script you can apply and close the editor.

10. You have now successfully setup the Automatic Registration via Group Policy.

Option #2:
1. Please follow the steps 1 through 6 from Option #1.
2. Instead of using the batch file SPResetterRegisterUsr.bat from Option #1, you will need to
configure GPO to Execute MFCWebBrowser.exe.
3. Inthe ‘Scripts’ tab, select ‘Add..." and under ‘Script Name’ add MFCWebBrowser.exe then in the

‘Script Parameters:’ add the following parameter:

http://yourwebsite.com/PasswordResetUrl/registeruser.aspx?LoginNAme=%USERNAME%Dm
nName=%USERDOMAIN%
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Add a Script x|

Script Name:

IMFCWeb Browser exe Browse... |

Script Parameters:

II‘rl'tp:fﬁmumebsﬁe.cnm!Passwnrd Reset UR|/registens:

QK I Cancel

NOTE: This option will only work if SPStartUplnstallScript has successfully installed on
computers.

4. After you have added the script, you can apply and close the editor.

5. You have now successfully setup the Automatic Registration via Group Policy.

6. Uninstalling the password reset utility

To remove the password reset functionality from a machine, it is recommended that you first remove
that machine from the security group used in the install startup scripts. Create another startup script to
target the machine(s) for uninstall via another security group.

The provided SPResetterUninstall.bat batch file will need to be run via the startup script. Remember to
update the share folder location in the file before using it.

e.g.

@echo off

CALL \\yourmachine\PwdShare\HSPasswdRst\ServiceProPasswordResetter.exe /Uninstall

exit
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